Linux Security







Basic Security Guidelines

® Trust No One!

>

>

" No Box Is Too Small.
= Pay Attention!




Physical Security

® One of the most ignored areas of security.

= Possible theft of computer and/or hard drive(s).

®m Ten seconds to denial-of-service?

>

>

m Estimated that insiders initiate 80% of all
intrusions.




Physical Security

® BIOS Passwords are a necessary evil, but no
guarantee.

>

>

m Use LILO Passwords!

>




Physical Security

® Why use LILO Passwords?

>

>

" Three easy steps...




Installation Options

= Some Distributions Provide 'Hardening/Secure'
Options




Password Security

m Passwords are traditional stored in /etc/passwd
in encrypted format.

® However, this 1s unsafe since /etc/passwd is
(and MUST BE) readable.

= Therefore, any user can view its contents.




Password Security
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Password Security

= People Often Chose Passwords That Are Easy
To Remember

>

= “Script kiddies” Have Access To Password
Cracker Programs

>

>




Password Security

m Shadow Password Suite

>

>

® Proactive Password Checkers

>

® Hacking Your Own System

>




Network Security

® [netd - The Internet Super-Server

m Most distributions add more programs and
services than needed.




Network Security

= TCP Wrappers

>

>




Network Security

Terminal

FilE! Edit =Settings  Help

#di=zcard ztream top howait root internal

#di=zcard dgram  udp wait root internal

#daytime ztream top howait root internal

#daytime dgram  udp wait root internal

#chargen ztream  top howait root internal

#chargen dgram  udp wait root internal

#Lime  ztream Lcp nowait oot internal

#time dgram  udp wait root internal

#

# Theze are standard services,

#

ftp ztream top howait root duzrdsbindtopd  in.ftpd -1 -a

telnet sztream top howait oot Ausrdshindtopd  in,telnetd

#

# Shell, login, exec, comzat and talk are BSD protocols,

#

#shell stream  ftcop nowait  root Ausrdsbindtopd  in,rshd

#login stream top howait oot Auzrdshindtopd  inLrlogind

#exec  stream  top howait oot Auzrdshindtepd  in,rexecd

#comzat dgram  udp wait root Auzrdshindtopd  in,comsat

#talk dgram tocp wait root fusrdshindtopd  in,talkd

#ntalk dgram udp wait root fuzrdshindtepd  inuntalkd

Mitalk stream tcp wait nobody  Auzrdshindtopd  in,dtalkd
46,1




Network Security

= What is Network Sniffing?

>




Network Security

® Why would someone sniff?

>




Network Security

m By default, computers listen and respond only
to packets addressed to them.

m Sniffers open the NIC card into promiscuous
mode.

>




Network Security

= Sniffit by Richard Claerhout -

http://reptile.rug.ac.be/~coder/sniffit/sniffit. html

u LiIlSIliff@I' by Mike Edlllla = http://agape.trilidun.org/hack/network-

sniffers/linsniffer.c

= LiIlllX_SIliff@I' by qu = http://www.ryanspc.com/sniffers/linux_sniffer.c

® Hunt by Paul Krauz - http://www.cri.ca/kra/index.html




Network Security

Terminal

FilE! Edit =Setlings Help

[matthewidzhaggy matthewl$ more linsniff, log
zhaggy =* zcooby,porter, home [21]
USER testuzer

PRASS zecure

SYST

PORT 192,168,0,4,.212

LIST -al

PORT 192,168,0,4,213

LIST

PORT 192,168,0,4.214

LISE:=F

PORT 192,168,0,.4.215

CWD 1g

PORT 192,168,0,4.216

LIST -F

[matthewlzhaggy matthewls |}




Network Security

= Encryption, Encryption, Encryption

>




Network Security

= What is PortSentry?

>




Network Security

m PortSentry Features




Network Security

® Scan the network for potential vulnerabilities
and exploits.

= [mportant tools are PortSentry, SAINT,
SATAN, and nmap.

® On-line tools available:

>




Denial of Service

® What is A Denial-of-Service Attack?

>




Denial Of Service

= [_pd Bogus Print Requests - Dec. 1998

>

® Teardrop.c - Nov. 1997
" Ping Flood




Denial Of Service

® Denial of Service attacks are widely varied.
Theretfore, there 1s no unified combat tactic.

® Some Major Measures:

>

>




File Integrity

® inux root kits are tools that can be installed
on a compromised server to replace all
important utilities with a changed version.

® The main purpose is to hide every information
which suggests that the server has been hacked.

m Available at http://www.rootshell.com/archive-
j457nxigi3gq59dv/199812/Irk4.tgz.html




Security Auditing

® Most Unix/Linux Programs Use The Native
System Logger (syslog)




Security Auditing

[ Tr ipWire free for non-commercial use




Security Auditing

® Open Source Tripwire Clones

>

>
>
>




Hacked! Now What?

m Call the FBI?!

>

m Selective Enforcement

>




Secure Distributions

m Bastille Linux = http:/www.glumbc.edu/~jbeale1/

>

® Trustix Secure LINUX - tup:www.tustixnet

H Secure LiIlU.X = http://www.reseau.nl/securelinux/
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